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What is Direct 
Direct is a technical standard for exchanging health information between health care entities 
(e.g. primary care physicians, specialists, hospitals, clinical labs) in a trusted network. It is 
secure, easy-to-use, inexpensive, and approved for use by nationally recognized experts and 
organizations. Direct functions like regular e-mail with additional security measures to 
ensure that messages are only accessible to the intended recipient, per the protection 
regulations of the Health Insurance Portability and Accountability Act (HIPAA). For Stage 2 
Meaningful Use, electronic health record (EHR) vendors are required to either 

(a) Certify their transitions-of-care modules or complete EHR product offerings to  
  include Direct to meet certification requirements, or  

(b) Work with a third party to provide Direct services.  

The tools your vendor gives you may or may not include the word “Direct,” so it is important 
to have a conversation with your vendor to understand the tools available to you in your 
EHR product. 

•Objective: The EP, eligible hospital, or CAH who 
transitions their patient to another setting of care 
orprovider of care or refers their patient to anohter 
provider of care provides a summary care record for each 
transition of care or referral. 

•Measure: The EP, eligible hospital or CAH that transitions 
or refers their patient to another setting of care or 
provider of care must -- (1) use CEHRT to create a 
summary of care record; and (2) electronically transmit 
such summary to a receiving provider for more than 10 
percetn of transitions of care and referrals

Health 
Information 

Exchange

Exclusion: Any EP who transfers a patient to another setting or refers a patient to 
another provider less than 100 times during the EHR reporting period. 
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Why is Direct important 
Direct exchange is part of a long-term national strategy to transition from paper-based to 
electronic health care records that can be shared more easily to reduce costs and improve 
the quality of patient care. Direct was designed to support the goal of health information 
exchange between providers using electronic health records (EHRs) engaged in Meaningful 
Use.  It was intended as a means of secure exchange between providers and patients. 
As background, consider that even though more and more health care providers and 
hospitals are adopting EHRs, none of these software applications is inherently capable of 
“talking with” other EHRs; that is, they are not “interoperable” with one another. Prior to 
Direct, each EHR system was a “silo” of data and information, separate and disconnected 
from other sources of patient information, leaving providers to rely on fax, e-fax, and mail 
for most communications. 
 
Why was it important to fix this problem? Because lack of interoperability between EHRs 
inhibits the ability of doctors, nurses, and other health care professionals to coordinate care 
in real time across organizational and IT system boundaries.  In particular, during transitions 
of care — for example when a patient leaves a hospital using one EHR and care continues in 
the outpatient setting where another EHR is in use — vitally important health information 
often doesn’t follow the patient as it should, which then can lead to duplication of testing, 
missed appointments, mistakes in medications, and sometimes even unnecessary re-
hospitalizations.  In addition, needless to say, clinicians who find it difficult to share EHR data 
among themselves find it even more difficult to transmit or share this information with 
patients and consumers, who then miss out on the opportunity to be informed and fully 
engaged in their care decisions. 

How does Direct work 
The illustration on the following page (figure 1) provides a high-level view of how Direct 
exchange works. Direct is essentially email, but with some key differences.  An agent known 
as a Health Internet Service Provider, HISP, handles the email exchanges.  The HISP also 
carries out the encryption/decryption and digital signing of each message and attachment, 
shown here as the Security/Trust Agent box within each HISP.   Note that each sender and 
receiver in Direct exchange must have a unique Direct address, much like a regular email 
address, but with the word “direct” in the address line, e.g.YourName@direct.address.com.  
In fact, this format for a Direct address is not a mandatory requirement within the 
DirectTrust community; however, it is a strong convention that is widely followed. 
 
Direct messages can have any type of file attachment, and both message and attachments are 
encrypted along the entire route from Sender to Receiver, to protect the privacy of the 
content. 
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Figure 1 
 
Direct users need to subscribe to Direct exchange through an entity acting as a HISP. 
However, the type of organization that acts as a HISP may vary.  For example, some EHR 
vendors offer HISP services directly to their customers, while other EHRs have collaborated 
with stand-alone HISPs to offer Direct.   A large health care provider or hospital system may 
choose to be its own independent HISP, working with several EHRs and patient portals.   
 
The Sending and Receiving Systems in the illustration might be an EHR, a web portal, or even 
a smart phone. Any device capable of sending an encrypted message (in one of several 
communication protocols) to the addressee’s HISP could be an end-point for sending and 
receiving a Direct message, including medical devices used by patients at home.  Any Direct 
addressee/end-point will thus be capable of connecting via Direct with any other addressee 
end-point, whether within the single domain of a HISP, or across the domains of two different 
HISPs. 
 
It is important that the HISP you choose to use for Direct exchange is certified, and that the 
HISP you choose to use in combination with that Sending System is accredited by EHNAC-
DirectTrust. 
Certification of the product you use to send and receive Direct email messages brings 
assurance that the Direct protocols and specifications are being deployed properly.  
Certification is a test of the software’s technical capabilities according to the Direct standard.   
Currently, ONC has approved five testing and certification bodies for Stage 2 Meaningful Use 
EHR certifications, including for Direct compliance. 
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Accreditation of the HISP you subscribe to brings assurance that the privacy, security, and 
trust-in-identity policies and practices of that HISP have been approved by an accrediting 
body for the industry, and that these standards are set at a high enough level to protect you 
from risk and liability associated with health information exchange over the Internet.  
Currently, ONC has endorsed EHNAC-Direct Trust as the accreditation body for HISPs in 
association with Direct exchange. 

Referral Process 
As a starting point, it is imperative to first examine your referral partners. Focus on the 
referral partners that have the highest volume of transitions of care that you need to meet 
the 10% threshold in MU objective 5; often times this can be one or two ‘heavy-hitting’ 
referral partners. 
 
You must determine if your referral partners can successfully receive summary of care 
documents by an electronic mechanism.  Determine what your referral partners’ Direct 
secure email addresses are in order to send messages successfully. In some instances, 
providers have setup a generic Direct email address to receive all referrals. (see page 7 for a 
sample worksheet) Your EHR vendor or HISP may include a provider directory with Direct 
addresses for providers or facilities you need to send patient information to.  
 
If you need assistance, KHIE offers a KY Direct Email Catalog, instructions found at 
http://khie.ky.gov/tech/pages/dec.aspx, in which providers can access a database with 
Direct email addresses, as well as register their own address. 
 
If you need assistance reaching out to your colleagues across KY, you can join a community 
contact list that KHIE manages. To join the list, please contact, Brandi Genoe at 
Brandi.Genoe@ky.gov . 
 
If you cannot find a referral partner’s Direct email address, then you will have to call and ask 
for it.   
 
 
 
 
 

http://khie.ky.gov/tech/pages/dec.aspx
mailto:Brandi.Genoe@ky.gov
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Sample Referral pattern worksheet 

 

Kentucky Online Gateway 
We recommend that providers register with the Kentucky Online Gateway.  This guide is 
intended for users that are submitting individual entries into the Kentucky Provider Email 
Catalog via a web page.  There is a onetime registration step with the Kentucky Online 
Gateway (KOG), which allows users to enter Direct addresses into the Catalog.  Registration 
with the KOG is not mandatory for users searching the catalog or adding email addresses via 
the bulk upload feature.  To create a KOG account, enter the following URL into your web 
browser: https://kog.chfs.ky.gov. Click on the green “Create Account” button.  Please note 
that you do not need to create a new account if you are already registered in the KOG. 
 

 
 
Complete the form as pictured below. Items marked with an * must be answered. The system 
requires a unique username. Note that the username field will automatically populate with 

https://kog.chfs.ky.gov/
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the values that you enter in the first and last name fields, but the username can be changed 
to suit your needs.  Click the green “Submit” button when the form is complete. You will 
receive an error message if the username that you choose already exists in the KOG. If this 
happens, please add a unique identifying character/number to distinguish your username, 
e.g., johnsmith1234.  Be sure to record your user name and password for future reference. 
 

 
 
A message will be displayed that requests email verification. 
 

 
 
Locate the email from the Kentucky Online Gateway and click on the link provided to verify 
the account. 
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Answer the security questions and click the green “Verify Account” button. 
 

 
 
Once validated, send your account details (username and email used to register) to the KOG 
Help Desk, KOGHelpDesk@ky.gov, with the subject line, “Access Request to KHIE Direct 
Provider Application.” Emails without this subject line will not be considered. You will 
receive a confirmation email once you have been granted access to the Direct Catalog.  
Once received, log into your KOG account again and “Direct Provider Registration” should 
appear under your applications.  If the link does not appear under “Your Applications,” 
please contact the KOG Help Desk, KOGHelpDesk@ky.gov for assistance.  
 

Kentucky Direct Catalog 
The Kentucky Direct Email Catalog provides users across the Commonwealth with an 
inventory of direct secure messaging email addresses. This user guide systematically 
explains how to register/add individual direct addresses, upload multiple addresses, 
update/modify addresses, and search, filter, and export direct email addresses from the 
Catalog. 

mailto:KOGHelpDesk@ky.gov
mailto:KOGHelpDesk@ky.gov


P a g e  | 10 
 

        Rev. 05/17 

Register/Add Individual Direct Email Addresses to the Catalog 

To add a Direct email address into the Catalog, you must first log into the KOG at 
https://kog.chfs.ky.gov/home/. Please type this URL into your web browser. 
 

 
 
After logging into the KOG, you will see a link for the Direct provider registration, if the link 
is not available, please email KOG Help desk, KOGHelpdesk@ky.gov with the subject line 
“Access Request to KY Online Direct Catalog.” Please note that the subject line is 
mandatory and will not be processed otherwise. 
 

 
 
Complete all the required fields (*) on the “Direct Provider Registration” page, check the 
Terms and Conditions box, and select “Save Provider” to successfully save the Direct email 
address and register the provider in the Catalog.  If you are registering an 
organization/business/hospital-level Direct address, please input the word “None” for the 
Provider First and Last Name fields.  If a title is not applicable, please input the word 
“None.” To clear the form without saving the information or to add a new provider, use the 
“Add New Provider” button. 

https://kog.chfs.ky.gov/home/
mailto:KOGHelpdesk@ky.gov
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If you click the “Add New Provider” button, a dialog box will appear that asks if you want to 
clear the existing data and add a new provider 
 

 
 

Upload Multiple Direct Email Addresses into the Catalog 

To upload multiple direct email addresses into the Catalog, send an email containing the 
Bulk Upload Request Excel spreadsheet to John Jaeger, John.Jaeger@ky.gov with the 
subject line, “Update to KY Direct Email Catalog.” This template is required to complete 
the bulk upload. Please note that the subject line is mandatory and will not be 
processed otherwise. You will receive an email confirmation when the upload is 
complete. 
 

 
 

Use this button to 
clear the form without 

   

mailto:John.Jaeger@ky.gov
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Update/Modify Direct Email Addresses in the Catalog 

You are responsible for ensuring the accuracy of the addresses you add to the Catalog. To 
update or modify any addresses within the Catalog, you must complete the same steps 
discussed in Section Upload Multiple Direct Email Addresses into the Catalog. You must send 
an email with the attached Excel spreadsheet, aforementioned template and mandatory 
subject line to John Jaeger, John.Jaeger@ky.gov for any updates or modifications to the 
Catalog. Updated or modified direct addresses and information will be added to the website 
and displayed within the search results. 

Search, Filter, and Export Direct Email Addresses from the Catalog 

Please click https://prdweb.chfs.ky.gov/directprovidersearch/ProviderSearch.aspx to be 
redirected to the “Direct Provider Search” page (see figure 6). To search for a provider you 
MUST be registered with the Kentucky Direct Email Catalog (please refer to Section 1 if you 
are not a registered user). To begin your search, enter your direct email address at the top 
of the search page. A search can be performed on multiple fields listed on the page. Direct 
email addresses that match your search criteria will be displayed on the screen and sorted 
by last name. 

 
 
 

mailto:John.Jaeger@ky.gov
https://prdweb.chfs.ky.gov/directprovidersearch/ProviderSearch.aspx
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Use the “Clear Search” button to perform a new search. To save the results of your search to 
an Excel file, click the “Export Result” button 
 

 
For additional questions, please email Brandi Genoe, KHIE Direct Secure Messaging 
Coordinator at Brandi.Genoe@ky.gov.  
 

EHR Vendor Technology Questions 
(See Appendix II) 

Workflow 
In order to meet the HIE objective, you must ensure your technology to send summary of 
care records is enabled as mentioned above and your C-CDA template is complete. 
Additionally, you must ensure that you understand how to generate a summary of care 
record using your certified EHR technology, send it on to your referral partners, and how to 
receive C-CDAs within your EHR as well. 
It is important to understand how you will respond to inquiries to send summary of care 
records to your referral community. Additionally, you must also understand how your 
facility will handle in-coming C-CDAs. 

mailto:Brandi.Genoe@ky.gov


P a g e  | 14 
 

        Rev. 05/17 

Outlining your workflow encourages a seamless referral/transition of care process. 
To ensure compliance, maintain a log of your HIE process and the ways in which you have 
sent summary of care records electronically to your referral community. 
Example 1: 
Perspective: Primary care provider refers patient to specialist including summary of care 
record. 
Context: Hospital has completed care and is preparing to discharge patient. 
 
Workflow Example Steps: 

1. At the time of hospital admission in the EHR, the patient’s PCP is verified with the patient. 
2. Provider entering an order for patient’s discharge from the hospital prompts the creation of 

a discharge information package to be transferred to the next provider of care within the 
Hospital EHR system. 

3. Discharging provider includes all necessary/relevant information in the Discharge 
information packet (e.g. medications at discharge, discharge instructions, allergies, imaging 
reports, relevant labs etc. 

4. When patient is logged-out of the hospital system, system is triggered to send this packet to 
patient’s primary care provider.  

5. Primary care provider will receive prompts, upload the packet, and schedule a follow-up, 
and review discharge instructions and medications with patient. 
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Summary of Care Record (C-CDA) Technology 
To ensure that messages are being received successfully from referral partners, testing must 
be conducted to confirm C-CDAs are being received successfully.  It is important to verify the 
C-CDA that is being received is complete/comprehensive and correct and verify the 
summary of care record is being displayed properly within the EHR. The EP must create a 
summary from required fields for the summary of care documents used to meet this 
objective and include the following information if the provider knows it: 

a. Patient name 
b. Referring or transitioning provider’s name and office contact information (EP only) 
c. Procedures 
d. Encounter diagnosis 
e. Immunizations 
f. Laboratory test results 
g. Vital signs (height, weight, blood pressure, BMI) 
h. Smoking status 
i. Functional status, including activities of daily living, cognitive and disability status 
j. Demographic information (preferred language, sex, race, ethnicity, date of birth) 
k. Care plan field, including goals and instructions 
l. Care team including the primary care provider of record and any additional known care 

team members beyond the referring or transitioning provider and the receiving provider 
m. Discharge instructions (Hospital only) 
n. Reason for referral (EP only) 
o. Current problem list (providers may also include historical problems at their discretion)* 
p. Current medication list* 
q. Current medication allergy list* 
r. *An EP or hospital must verify these three fields are not blank and include the most recent 

information known by the EP or hospital as of the time of generating the summary of care 
document. 

*Note: An EP must verify that the fields for current problem list, current medication list, 
and current medication allergy list are not blank and include the most recent information 
known by the EP as of the time of generating the summary of care document. 

• Current problem lists – At a minimum a list of current and active diagnoses. 
• Active/current medication list – A list of medications that a given patient is currently taking. 
• Active/current medication allergy list – A list of medications to which a given patient has 

known allergies. 
• Allergy – An exaggerated immune response or reaction to substances that are generally not 

harmful. 
• Care Plan – The structure used to define the management actions for the various conditions, 

problems, or issues. A care plan must include at a minimum the following components: 
problem (the focus of the care plan), goal (the target outcome) and any instructions that the 
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provider has given to the patient. A goal is a defined target or measure to be achieved in the 
process of patient care (an expected outcome). 

Meaningful Use Attestation 
The EP will need to ensure the EHR can produce an accurate MU report of your numerator 
and denominator for the HIE objective.  Additionally, any reports that can be used to 
supplement your EHR MU reports should be maintained.  If you are using multiple 
electronic means to achieve the 10% threshold, you must retain documentation that entails 
these methods for audit purposes. 
 
DENOMINATOR/NUMERATOR/THRESHOLD/EXCLUSION/ALTERNATE EXCLUSION 

• DENOMINATOR: Number of transitions of care and referrals during the EHR reporting 
period for which the EP was the transferring or referring provider. 

• NUMERATOR: The number of transitions of care and referrals in the denominator where a 
summary of care record was created using CEHRT and exchanged electronically. 

• THRESHOLD: The percentage must be more than 10 percent in order for an EP to meet this 
measure. 

• EXCLUSION: Any EP who transfers a patient to another setting or refers a patient to 
another provider less than 100 times during the EHR reporting period. 

Sources 
http://wiki.directproject.org  
https://www.directtrust.org  
https://www.healthit.gov  
KHIE and KY REC collaboration  
 

Disclaimer 
Every effort has been made to provide the most up-to-date information at the time this 
document was published.  Please check http://khie.ky.gov/tech/Pages/dec.aspx for any 
updates or changes to KHIE’s resources or processes.  

http://wiki.directproject.org/
https://www.directtrust.org/
https://www.healthit.gov/
http://khie.ky.gov/tech/Pages/dec.aspx
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APPENDIX I – Action Plan  
 

Completed Task Completion 
Date 

1. Referral Partner  

 Identify top referral partners using referral spreadsheet.  

 
Determine if your top referral partners can receive 

electronic Summary of Care Records. 

 

 
Contact referral partners to determine if they use Direct 

messaging. 

 

 Request Direct email addresses from referral partners.  

 
Test sending and receiving direct messages with referral 

partners. 

 

2. Kentucky Online Gateway (Recommended)  

 Set up Kentucky Online Gateway Account.  

 

Email John.Jaeger@ky.gov.   

(Include your account details, username and email.  Use 

subject line “Access Request to KY Online Direct Catalog”) 

 

3. Kentucky Direct Catalog User Guide (Recommended)  

 Register with the Kentucky Direct User Catalog.  

 
Add provider Direct emails into Kentucky Direct User 

Catalog. 

 

4. 
Electronic Health Record Vendor Technology 

Questions 

 

 
Contact EHR vendor for question and answers. 

(See appendix II) 

 

 
Determine where to enter referral partner Direct email 

addresses in your system. 
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 Enable Direct messaging with EHR.  

 Set up Direct messages to send from EHR.  

 Set up Direct messages to receive from referral partners.  

 Create a Summary of Care Record based on the standard.  

 Add specific meaningful use sections to your CCD.  

5. HIE Workflow  

 
Create a policy to determine what a referral and/or 

transition is. 

 

 
Determine when the referral should take place in your 

process. 

 

6. 
Summary of Care Record (Consolidated-Clinical 

Document Architecture) Technology 

 

 

Verify with your EHR vendor what version of their product 

will support secure transmission of summary of care 

records from within the EHR framework. 

 

 
Identify a patient to use to generate a summary of care 

record. 

 

 
Determine what to include in the summary of care record. 

(See requirements in the Work Plan) 

 

 

 

Determine the timeframe for information to include in the 

summary of care record. 

(If this feature is available in EHR). 

 

 

 

 

Generate the summary of care record using the certified 

EHR and verify that it is complete and accurate. 
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7. Meaningful Use  

 
Ensure the EHR can produce an accurate MU report of your 

numerator and denominator for the HIE objective. 

 

 
Maintain reports that can be used to supplement your EHR 

MU reports with other MU documentation. 
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APPENDIX II - EHR Vendor Questionnaire 
 

Questions if the EHR Vendor is certified with a HISP: 

1. Is my EHR certified to 2014/2015 
standards? 
-Verify that your EHR product and 
version number is listed on the ONC 
Certified Health IT Product List: 
https://chpl.healthit.gov/#/search 
 
 
Print page from site: 

 

YES   NO 
 
Product #: 
 
Version #: 
 
 

2. Is my EHR certified with a HISP?  
-(Answer question below based on EHR 
vendor answer) 
-Verify that additional software is not 
require for direct messaging on the ONC 
Certified IT Product List  
https://chpl.healthit.gov/#/search 

YES   NO 
 
Additional Software? 
 
YES   NO 
 
What Additional Software is Required? 
 
 
 

3. Is there a user guide I can use for Direct 
messages, referrals and transitions of 
care? 
-If yes, do you have the guide? 
        --If no, how do you get the guide? 

YES   NO 
 
 
YES   NO 
 
Contact person: 
 
Phone number: 
 
Website: 
 

4. Is Direct technology enabled? YES   NO 
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5. How do I configure my EHR to send and 
receive Direct messages? 

 
 

6. What is my Direct address?  

7. Can I import the KHIE address catalog? YES   NO 

Questions if the EHR Vendor is not certified with a HISP: 

1. Can I use the KHIE Direct Trust Agent 
Accreditation Program (DTAAP) HISP 
for Direct messages? 

YES   NO 

2. Is there Vendor cost with connectivity 
to the KHIE HISP? 
If so, what is the cost? 

YES   NO 
 
$ 

3. Can the EHR Vendor provide 
onboarding support to the KHIE HISP? YES   NO 

4. How long does it take to onboard with a 
HISP? 
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APPENDIX III - Sample Letter/Email to Referral Partners 
Dear Referral Partner, 
 
We need your help.  We are working to achieve the 2017 Modified Stage 2 Meaningful Use 
Objective #5. 

The Objective reads as follows: 

“Health Information Exchange:  The EP, eligible hospital or 
CAH who transitions their patient to another setting of care or 
provider of care or refers their patient to another provider of 
care provides a summary care record for each transition of 
care or referral.”   

 
We have identified your office as one of our most important referral partners.  Whenever we 
refer a patient to you, we would like to begin sending our summary of care records to you 
electronically by way of a secure direct message.  In order for us to be able to do that, we 
need your “Direct Email Addresses”.   

If you do have your Direct Email 
Addresses set up: 

If you do not yet have Direct Email 
Addresses for your providers:  

• Please kindly respond to this email 
with that information. 

• Please contact your EHR vendor to 
check on how we can send electronic 
summary of care documents to your 
practice. 

 
• Direct Addresses are special addresses 

that your EHR Vendor would have 
helped you to obtain for each of your 
providers.  The Direct Messaging 
system is simple to use and it operates 
very much like regular email, but it is 
much more secure since we will be 
exchanging protected health 
information. 

 

If you have additional questions about how to meet this measure yourself, feel free to contact 
the Kentucky Regional Extension Center.  They have been assisting our practice with 
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meaningful use and the Health Information Exchange Objective (previously known as 
Transitions of Care.)   

 

For more information contact: 
Kentucky Regional Extension Center 

kyrec@uky.edu 
859.323.3090 

Kentuckyrec.com 
 
Thank you so much for your help, 

 

May 10, 2017 

mailto:kyrec@uky.edu
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